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What is Helios?

I Open-audit elections from your browser
I Low-coercion elections

I Impossibe to fully prevent in a remote setting anyway

I More and more experience: > 25000 votes tallied



UCL Crypto Group
Microelectronics Laboratory Open audit elections in practice - Sep. 2010 3

Open audit elections

Alice:
Walter

Bob:
Valerie

Charles:
Walter

Dana:
Walter

I Each voter can verify that nobody tampered with his/her vote

I Each voter can compute the tally

I No privacy, no coercion-resistance, no fairness, . . .
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A traditional paper approach

Walter
Valerie

Walter

Walter

I With voting booth: privacy, coercion-resistance, fairness, . . .
I If a voter keeps an eye on the full urn content all day long,

he can be convinced that:
I his vote is untampered
I the tally is correct

I A minute of inattention is enough to break this
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A cryptographic approach

Alice:
f5s!m2a3(

Bob:
5a;h(2jhd9

Charles:
dz1m8ql3

Dana:
6hi!j;3qyv

I Encryption enables making secret ballots public

I I can check that my ballot is still there anytime!
I Ballot stuffing becomes really dangerous

I Zero-knowledge proofs convince that the tally is correct
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How does a Helios election work?

1. Organizers prepare and commit on election description:
questions, public key, URL for casting vote, . . .
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How does a Helios election work?

2. Voter build/download a ballot preparation system (BPS):
I single webpage provided by Helios
I webpage provided by a candidate
I own script
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How does a Helios election work?

3. Voter checks election description and picks candidate(s)
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How does a Helios election work?

4. BPS commits on ballot (with Helios’ BPS)
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How does a Helios election work?

5. Voter chooses to audit or cast (Benaloh challenge)
I Audit makes the BPS output the ballot and randomness
I Cast requires authentication for submission
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How does a Helios election work?

6. Voter checks correct reception from bulletin board
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How does a Helios election work?

7. Voter can see (and copy) other ballots from bulletin board
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How does a Helios election work?

8. Trustees compute and publish tally, together with correctness proofs
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Implementations/Uses

Various uses/deployment modes:

I Current President of Université catholique de Louvain
Amazon WS, CGS crypto

I Student elections at Princeton, IACR test election, various boards
Google App Engine, CGS crypto

I Student elections at UCL
Local servers, Mixnet-based crypto
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UCL President Election

I 1st significant-outcome, multi-thousand-voter open-audit election
(March 2009)

I Helios with:
I CGS cryptography [CGS97]
I Custom server software (on Amazon EC2 + UCL)
I Custom tallying rules (weighting system, . . . )
I Conflict resolution procedure (mixing browser and paper)



UCL Crypto Group
Microelectronics Laboratory Open audit elections in practice - Sep. 2010 16

From election days

Participation
I 5142 registered voters

Very useful for credential negotiation
Very useful for 1st bound on number of voters

I 10644 votes tallied
I ≈ 3000 votes for test election
I ≈ 4000 votes for each of 2 rounds

I max. 17 votes/minute, emails trigger vote



UCL Crypto Group
Microelectronics Laboratory Open audit elections in practice - Sep. 2010 17

From election days

Voter behavior

I 1% vote more than once
Quite controversial, no strong impact

I 3% use voting offices
Mostly people unfamiliar with PC

Quite over-dimensioned on our side

I 30% check their vote on WBB
Quite high!

Decreases on 2nd round
I 120 tickets raised by UCL support

1. Loss of Credentials
2. JVM missing, use of Win95, IE4.0, . . .
3. Did I do everything correctly?

Importance of testing with non-CS people. . .
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From election days

WBB Audit days

I 7 complaints issued during 2 rounds
Reasons (after investigation):

1. “I am just trying to vote after the deadline”
2. “I want to test the procedure”
3. “I switched my receipt with someone else in the printer”

Convenience of voting server with public data only

Tally

I 1st round leader was < 2 electoral votes from majority
no objection, clear majority on 2nd round



UCL Crypto Group
Microelectronics Laboratory Open audit elections in practice - Sep. 2010 19

IACR election

I Test election: Winter 2010

I Adoption: CRYPTO 2010

I Helios with:
I CGS cryptography
I Google App Engine hosting
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Monitoring Helios elections

Helios offers a bulletin board, but . . .

I What if the Helios server is getting hacked?
Audit will detect it, but are we stuck?

I Audit is technical. . .
Can I share my audit results?

Observation:

The Helios server only stores public data!
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Monitoring Helios elections

Helios Election Monitor
https://www.uclouvain.be/crypto/electionmonitor/

https://www.uclouvain.be/crypto/electionmonitor/
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Audit of the tally
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UCL Student elections

AGL (the UCL student association), Sep. 2009:

“Could we also have verifiable elections on the Internet?”

- “Well, how do your elections work?”
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UCL student elections

“Our ballots are a bit large, here is a typical list:
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UCL student elections

“and:
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UCL student elections

“and:

“and we typically have 3 such lists + a few smaller ones”
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Helios ballot encoding

CGS ballot preparation: 6 modexp/candidate

I one ciphertext per candidate: 2 modexp/candidate

I one 0/1 ZKPOK/ciphertext: + 4 modexp/candidate

I one global proof: more modexp

≈ 250 candidates: minutes on an old browser
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Move to something else. . .

Move to completely different cryptography:

I Mixnet-based tallying

I one ciphertext per ballot

I use augmented cryptosystems [Wik08] to ensure ballot
independence: Cramer-Shoup encryption

≤ 5 modexp/ballot

I 4488 votes tallied in March 2010
I Much more burden than homomorphic tallying:

I checking ballot independence,
I mixing,
I decryption and counting + proof verifications

I Still much more comfortable than paper tallying. . .
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Conclusions

I More and more experiences!

I Each election is a project on its own
I Open audit seems to come with a lot of side advantages:

I Read all server data without any risk (complaints, . . . )
I Lower deployment costs (public replication, cloud computing,

. . . )

I Try Helios 3.0!
http://heliosvoting.org

http://heliosvoting.org
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